
 

 
Av. México #700 109-110 • Col. San 
Jerónimo Aculco • 10 Ciudad de 
México • Tel.: 55  5283-8260   

 
www.compueducacion.mx 

Av. Roble #300 1006 • Col.  Valle del 
Campestre • San Pedro, Garza García • 

66265 Nuevo León • Tel.: 81 8356-8394 

ECSS CERTIFIED SECURITY SPECIALIST 

EC-Council Certified Security Specialist (ECSS) is an entry level security program covering the fundamental concepts of 

information security, computer forensics, and network security. It enables students to identify information security threats 

which reflect on the security posture of the organization and implement general security controls. 

 

This program will give a holistic overview of the key components of information security, computer forensics, and network 

security. This program provides a solid fundamental knowledge required for a career in information security. 

 

Why ECSS is important: 

 It facilitates your entry into the world of Information Security 

 It provides professional  understanding about the concepts of Information Security, Network Security, and Computer 

Forensics 

 It provides best practices to improve organizational security posture 

 It enhances your skills as a Security Specialist and increases your employability 

Content 

Information Security Fundamentals 

Web Security 

Ethical Hacking and Pen Testing 

Incident Response 

Computer Forensics Fundamentals 

Digital Evidence 

Understanding File Systems 

Windows Forensics 

Steganography 

Analyzing Logs 

E-mail Crime and Computer Forensics 

Writing Investigative Report 

Network Forensics and Investigating 

Network Traffic 

Networking Fundamentals 

Secure Network Protocols 

Hacking Cycle 

Cryptography 

Firewalls 

Intrusion Detection System 

Data Backup 

Virtual Private Network 

Wireless Network Security 

Identification, Authentication, and Authorization 

Social Engineering 

Information Security Threats and Attacks 

Exam: 

 Exam;  EC-Council Certified Security Specialist 

 Exam Code: ECSS  

 Number of questions: 50  

 Duration: 2 hours  
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 Exam Portal 

 Format: Multiple choice questions  

 Passing Score: 70% 

 

 


